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1 EXECUTIVE SUMMARY

Opportunities for business today are everywhere. Technologies such as the internet today
enable even any business to enter markets globally. Market forces such as globalization
impact even local businesses in the remotest markets. Research, Marketing, Manufacturing,
Distribution, and Accounting are all functions that are constantly evolving to meet the
exigencies demanded by the cumulative effect of these on-going changes. Uncertainties
therefore have become a constant that organizations have to deal with on a day to day basis.
Every organization is, to some extent, in the business of risk management, no matter what its
products or services. It is not possible to "create a business that doesn't take risks,"
according to Richard Boulton and colleagues, co-authors of “Cracking the value code”. "If
you try, you will create a business that doesn't make money." As a business continually
changes, so do the risks. Stakeholders increasingly want companies to identify and manage
their business risks. More specifically, stakeholders want management to meet their earnings
goals. Risk management can help them do so. According to Susan Stalnecker, vice president
and treasurer of DuPont, "Risk management is a strategic tool that can increase profitability
and smooth earnings volatility." Senior management must manage the ever-changing risks if

they are to create, protect, and enhance shareholder value.

Risk management despite its key role in formulating business priorities is not usually a
central activity within an organization. Today no organization that we know has a Chief Risk
Officer. It is expected that the CEO, or the CFO or the CIO will handle risk as part of their
portfolio of results. Loss avoidance is usually the priority when risk is handled in this manner.
Addressing opportunities however requires a bit more than just loss avoidance, it has to
address the uncertainties an organization has to deal with. And today no uncertainty is more
certain than the fact that information technology can create risks that can put an
organization’s reputation on the line and end up destroying critical assets that the business
requires to manage day to day operations. To address this Information Security has evolved
today into a body of knowledge that has many different contributors providing vital insights
into the benefits of information controls and technology standards. Unfortunately all of this
activity has not still culminated in a unifying principle that would integrate the plenitude of
options available today, including multiple standards, many control frameworks and divergent
methodologies. Practitioners of information security as a profession are therefore still seeking
a disciplined approach that could contextually place the available offerings to help them

identify and apply the right answers to their most pressing concerns.
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To understand this situation better, it is important to realize the nature of information itself
and it's role in enabling those seeking to manage business priorities. A business comes into
existence to transform resources into results with the objective of exchanging these results
for revenue. Information itself is derived from this transactional nature of business. Hence
what is important to a business is not the data collected during transactions but in how this
data can be used to understand and manage business priorities, whether is managing cash
flow, or fulfilling customer orders. Business transactions by their very nature are dependent
on organizational infrastructure. Information is captured, processed and delivered using
technology infrastructure in the form of systems and people. Internal processes combine
these systems and people into the shared services that constitute front office and back office
units that have to work in concert to deliver the desired business results. As such Information
and Technology have a vital role to play in enabling cost efficient, and increasingly time
efficient business transaction processing. Any downtime caused by disruption in the
underlying technology or the processes or the subversion of the information delivered by
these technologies or processes result in a cumulative impact that can lead to losses that are
either critical or material to an organization. Critical when the nature of these disruptions lead
to a loss of trust in customers or other vital stakeholders in the dependability of the business
infrastructure as it then threatens the survival of the organization. Material when it leads to
substantive losses caused by the dissolution of assets represented by accumulated
transactional information, as it would require substantial financial resources to replace or

repair these losses.

Before a company can manage it’s risks, it has to know what risks it has to manage. And to
understand these risks, it is important to consider strategic business scenarios. For example
a key scenario for a CEO could be a question such as What happens if we add a new
business capability such as an e-Business portal? How will it impact our existing ability to
deliver results is as important a consideration as asking the other side of the question, which
is what happens if we don’t add the business capability? Will our customers shift to a
competitor because they prefer the added value the new capabilities will bring to bear on
their transactions? It is in considering these scenarios that the relationship between risk and
opportunity becomes clear to both the CEO who has to drive the required organizational
changes and the IT division that will be tasked with delivering the changes to systems to
enable the organizational changes. Therefore both the leaders of an organization who will
create the driving vision as well as the managers who will implement the desired changes

need to meet on common ground. At OISSG we have chosen to focus on Enterprise Risk
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Management to facilitate IT as a business enabler in delivering new business capabilities.
We have chosen to deliver this using a disciplined approach that step by step identifies and
eliminates business inhibitors related to the risks that accrue from implementing information

related technologies.

This summarizes the vision that led to the development of ISSAF. We consider assessment
as the unifying idea to integrate three separate but related set of risk management activities
viz interviewing, observation and testing. We have chosen assessment as a process instead
of auditing because auditing will require an established body to promulgate the underlying
standards. As an open organization that have not sought such affiliations to date, we have
not been restricted in choosing an approach that integrates exhaustive penetration testing
with accepted business continuity practices, and seeks to validate the alignment of business
policies to internal IT realities. All of this is delivered through a step by step engagement
management approach to facilitate the assessment process within an organization seeking to

secure their information assets.
| think the point to risk management is not to try and operate your business in a risk-free

environment. It's to tip the scale to your advantage. So it becomes strategic rather than just
defensive as said by Peter G. M. Cox, CFO, United Grain Growers Ltd.
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2 ABOUT ISSAF

2.1 PREFACE

The Information System Security Assessment Framework (ISSAF) is a peer reviewed
structured framework that categorizes information system security assessment into various
domains & details specific evaluation or testing criteria for each of these domains. It aims to
provide field inputs on security assessment that reflect real life scenarios. ISSAF should
primarily be used to fulfill an organization’s security assessment requirements and may
additionally be used as a reference for meeting other information security needs. ISSAF
includes the crucial facet of security processes and, their assessment and hardening to get a

complete picture of the vulnerabilities that might exists.

The information in ISSAF is organized into well defined evaluation criteria, each of which has
been reviewed by subject matter experts in that domain. These evaluation criteria include:

¢ A description of the evaluation criteria.

¢ Its aims & objectives

e The pre-requisites for conducting the evaluations

e The process for the evaluation

e Displays the expected results

e Recommended countermeasures

e References to external documents

Overall framework is large, we chose to provide as much information as possible on the
assumption that it would be easier for users to delete material rather than develop it. The
Information System Security Assessment Framework (ISSAF) is an leaving document that

will be expanded, amended and updated in future.

2.1.1 What are the Objectives of ISSAF?
e To act as an end-to-end reference document for security assessment

e To standardize the Information System Security Assessment process
o To set the minimal level of acceptable process
e To provide a baseline on which an assessment can (or should) be performed

o To asses safeguards deployed against unauthorized access
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e To act as a reference for information security implementation

¢ To strengthen existing security processes and technology

2.1.2 What are the Goals of ISSAF?

The goal of the ISSAF is to provide a single point of reference for security assessment. It is
a reference that is closely aligned with real world security assessment issues and that is a
value proposition for businesses. To this aim the ISSAF has the following high-level agenda:
o Evaluate the organizations information security policies & processes and ensure that they
meet industry requirements and do not violate any applicable laws & regulations.
¢ Identify critical information systems infrastructure required for the organizations’ business
processes and evaluate their security
¢ Conduct vulnerability assessments & penetration tests to highlight system vulnerabilities
and thereby identifying weaknesses in systems, networks and applications.
e Evaluate controls applied to various security domains by:
o Finding mis-configurations and rectifying them
o0 Identifying risks related to technologies and addressing them
o0 Identifying risks within people or business processes and addressing them
0 Strengthening existing processes and technologies
e Prioritize assessment activities as per system criticality, testing expenses, and potential
benefits.
e Educate people on performing security assessments
o Educate people on securing systems, networks and applications
e Provide information on
o The review of logging, monitoring & auditing processes
o0 The building and review of Disaster Recovery Plan
0 The review of outsourcing security concerns
e Compliance to Legal & Regulatory Standards
e Create Security Awareness
o Effective Management of Security Assessment Projects
¢ Guarding against social engineering exploitation

e Physical security control review
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This approach is based on using the shortest path required to achieve one’s goal by finding
flaws that can be exploited efficiently, with the minimal effort. The goal of this framework is to

give completeness and accuracy, efficiency to security assessments.

2.1.3 Why we had come up with ISSAF?

After working on many information assurance projects, the lack of a comprehensive
framework that provides information security assurance through performing standardized
vulnerability assessment, penetration testing, security assessment and security audit, was
felt.

While there are a few information security assessment standards, methodologies and
frameworks that talk about what areas of security must be considered, they do not contain
specifics on HOW and WHY existing security measures should be assessed, nor do they

recommend controls to safeguard them.

ISSAF is a comprehensive and in-depth framework that helps avoid the risk inherent in
narrow or ineffective security assessment methodologies. In ISSAF we have tried to define
an information system security assessment methodology that is more comprehensive than
other assessment frameworks, it seeks to mitigate the inherent risk in the security
assessment process itself. It helps us understand the business risks that we face in
performing our daily operations. The threats, vulnerabilities, and potential exposures that

affect our organizations are too huge to be ignored.

At this particular time it is not the answer to every question or situation, but we are committed

to continuous improvement by improving current topics and adding new topics.
ISSAF has laid the foundation; now it's your turn to benefit from it, whether you use it as is or

tailor the materials to suit your organization needs. Welcome to ISSAF, we hope you will find

it useful.



2.2 TARGET AUDIENCE
This framework is aimed at a wide spectrum of audiences that include:

e Internal and External Vulnerability Assessors, Penetration Testers, Security Auditors and
Security Assessors

e Professionals responsible for perimeter security

e Security engineers and consultants

e Security assessment project managers

o System, Network and Web Security Administrators

e Technical and Functional Managers

¢ Information systems staff responsible for information security



_ystems Security Assessment Framework (ISSAF) dr-

2.3 TEAM

Authors
Balwant Rathore
Omar Herrera
Subash Raman

Key Contributors
Arturo "Buanzo" Busleiman
Hernan Marcelo Racciatti

Contributors
Andres Riancho
Bernardo Reino
David Stern

Diego San Esteban
Gabriel O. Zabal
Hamid kashfi
Jayesh Thakur
Kalpesh Doshi
Laurent Porracchia
Niloufer Tamboly
Param Singh
Rajendra Armal
Rocky Heckman
Salman Ashraf
Sandhya Kameshra
Vicente Aguilera
Viraf Hathiram

A-Z, Ascending Order

Mark Brunner
Piero Brunati
Umesh Chavan

Christian Martorella
Karmil Asgarally

Anish Mohammed
Bob Johnston
Dhanya Thakkar
Dragos Ruiu

Galde Edgar

Hari Prasad

Jeremy Martin
Kartikeya Puri

Major Gajendra Singh
Oliver Karow

Pieter Danhieux
Richard Gayle

Ross Patel

Saman Ghannadzadeh
Soorendrana

Vicente Diaz

Miguel Dilaj
Rama K Subramaniam

Dieter Sarrazyn

Arshad Husain
Clement Dupuis
Dharmesh Mehta
Frank Sadowski
Gareth Davies
Hiten Desai

Joel Weise
Krishnakant Duggirala
Niels Poulsen
Oscar Marin
Rahul Kashyap
Richard Zaluski
S. Saravanan
Samir Pawaskar
Travis Schack
Vinay Tiwari



curity Assessment Framew;_

2.4 DOCUMENT STRUCTURE
Sections related to technical controls assessment uses following template:
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Sections related to policies & processes evaluation uses following template:
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2.5 DISCLAIMER
While all possible precautions have been taken to ensure accuracy during the development

of the Information System Security Assessment Framework (ISSAF), also referred to as
ISSAF, the Open Information System Security Group (OISSG) assumes no responsibility for
any damages, errors or downtime resulting or caused by the use of the information contained

herein.

OISSG does not warrant or assume any legal liability or responsibility for the completeness,

usefulness, accuracy of the information presented in this document.

OISSG will not be responsible for any damage, malfunction, downtime, or other errors that

might result from the usage of this document.

2.6 LICENSING
¢ Any individual/organization is granted unlimited distribution of ISSAF in whole or any part

of it, provided the copyright is included in the document

e We impose no restrictions to any individual or organization for practicing ISSAF

e We impose no restrictions to any individual or organization to develop products based on
it

e We impose no restrictions to any individual or organization that uses ISSAF for
commercial purposes, provided the appropriate copyright is included in the document

e Tools developed for ISSAF assessment are released under GNU GPL, unless mentioned

(http://www.opensource.org/licenses/gpl-license.html)

Should you have any question on our licensing, please do reach us at licensing@oissg.org
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3 THE FRAMEWORK

“Begin at the beginning said the king gravely, and go on till you reach the end, then
stop”

-Lewis Carroll

Who is responsible for ensuring security? Who authorizes the decisions that have to
be made in this regard? Who has to be consulted to ensure all the bases are
covered? Who has to be kept informed to ensure that the organization copes with the

resulting changes?

Security can be an immediate priority if the corporate website has been vandalized or
a logic bomb destroys crucial corporate records, or the corporate email system was
responsible for promulgating a known virus or a fraud based on subversion of
automated processes was uncovered after the fact. In these instances the above
questions become the basis for initiating a program that seeks to address the issues
that have surfaced. However in instances that do not present a compelling need for
change, there can also be issues that can seriously impact the organization’s long
term chances of survival. Information that is leaked to competitors such as blueprints
or estimates for a tender may not be as clear and a present danger as the above
instances, but they can seriously erode the company’s chances of gaining a crucial
advantage in the marketplace. Similarly, lack of controls in Accounts payable
systems or payroll may not result in immediate fraud, but they can set the stage for
an interested party to manipulate the data or the underlying vouching mechanisms to
subvert the system to meet their own ends. It could be as simple as falsifying
attendance records and it could be as financially deleterious as removing evidence of
stock returns from inventory records. What all of these instances cite however is the
need to understand how the integrity or the lack thereof in information records can
potentially affect the viability of the organization. These records cost money to
capture, to transmit, to store, to process and to report, and these investments. Once
material to the balance sheet, they should become drivers for further investments to

ensure the safety and security of the underlying infrastructure and related operations.

What is therefore needed is a systematic approach to helping a concerned party take
up security as an initiative, make a compelling business case if required for investing

in this initiative, go about identifying the order in which activities need to be carried



out step by step, and then manage these activities one by one until a reasonable
level of assurance can be provided to management regarding the security of their
information assets. ISSAF provides a four phase model that structures the
management of security initiatives and ensures the viability of the engagement by
providing the requisite know-how in the form of bite-sized work packages (referred to

as activities) that can be assigned to individuals within the project team.

The four phases respectively are Planning, Assessment, Treatment, and
Accreditation. Each of these phases has specific work packages that are generic to
all organizations regardless of their size, their specific key result areas, and their
geographical siting. Through the sequencing of their respective work packages,
these phases focus on delivering specific results, be it a deliverable or a desired
state of affairs. The outputs of these phases are then followed by operational
activities designed to integrate the deliverable or to maintain the achieved state,

feasibly and effectively.

Information Systems Security Assessment Framewark (ISSAF)
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3.1 PHASE | — PLANNING

3.1.1 Information Gathering
Security initiatives normally do not have the same set of triggering events within

organizations. In some instances a change in management could result in a focus on
security as a critical requirement. In other instances it could be triggered by the
realization of losses caused by systems outage. In other instances it could be the
result of a proactive approach by managers concerned about the outcome of their
investment. Whatever be the triggering event, the fact remains that information has to
be gathered to substantiate the underlying concern. If an auditor is concerned about
the retention period of system activity logs, he cannot make a business case unless
he is able to substantiate the need for backing up activity logs with the specific non
repudiation based legal or compliance requirements that he is basing his
requirements upon. If there is a business dependency on a particular information
service such as email, it is incumbent upon the process owner of the concerned
business function to identify the potential losses that could accrue from an hour, a
day, or a week of systems outage caused by a virus or other such likely threats.
Otherwise it would be impossible for those responsible for authorizing the requisite

investments to make an informed decision in this regard.

Information gathering therefore seeks to assemble a complete picture of the
information technology infrastructure to serve as the basis for the next phase, namely

risk assessment.

ISSAF has assembled a set of questions that can serve as the basis for this
information gathering in a document titled ISSAF - Information Gathering
Questionnaire. It is recommended that the security practitioner collates this
information and analyze their findings prior to moving to the next stage namely,

preparing the business case to align management of security as a priority.

3.1.2 Project Chartering
Unless an executive sponsor is available to support the funding of the project, the

initiative is likely to die stillborn. This is the fundamental reality of corporate life, and
this condition has to be respected by security practitioners. Hence the quest for
project funding should begin by first identifying who is likely to be interested in
sponsoring the project and then identifying the key result areas that are likely to

motivate their self interest in promoting this initiative. We recommend identifying the
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critical success factors (desired outcomes) and then mapping them to all key internal
business processes including revenue and expense cycles, as a starting step. This
will facilitate the identification of which business processes are most critical to the
business, and this in turn will help prioritize which systems are critical to these
processes. An example critical success factor to process mapping has been included
to clarify this concept further. Based on this analysis, it is recommended to fill out the
sample Project Charter template to initiate discussions with the proposed project
sponsor(s) and to document their expectations in this regard. Once the project
charter is completed, use this document to obtain an internal signoff to ensure that

project planning proceeds on the documented assumptions.

3.1.3 Resource Identification
Using the project charter, it is possible to identify at a high level the resources that

are likely to be required to deliver the required results. Resources can range from
people, products, processes, tools, knowledge and political support. The objective of
this activity is to research the type and potential costs of the resources that will be
required to execute this project. Normally security initiatives are based on specific
project charters, such as hiring an external vendor to implement a secure firewall, or
hiring an auditor to identify control weaknesses in the enterprise systems. The
process of meeting and discussing the proposed initiatives with vendors can help
clarify the key cost areas likely to result from an implementation of the proposed
initiatives. The key objective for this phase is to understand whether this project is
feasible from a financial and human resourcing standpoint. At this point it is likely that
the project charter may require further revision to narrow or broaden the scope based
on the correction or validation of the many assumptions that would have driven the
definition of the earlier charter. This is quite normal and should be treated as a value
added outcome of this particular activity. The first output of the resource identification
phase is the preparation of an RFP that is issued to vendors that will supply the
required resources. Guidelines for preparing this RFP as well as a sample structure

is provided in the appendices for further reference.

3.1.4 Budgeting
Next a budget is prepared that identifies investments and subsequent operating costs

to establish whether the required funding is likely to be feasible from an overall
business perspective. The budget should consist of the following supporting

schedules in addition to the actual project budget to help the organization’s financial
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team assess and/or integrate the project funding into the annual capital/operations

budgets.

3.1.5 Cash flow — pro forma preparation

Its important to prepare the following:
e Income statement (Profit & Loss)

e Balance sheet

Unless these pro forma statements are prepared the financial team will be unable to
do basic financial analysis such as the preparation of depreciation/amortization
schedules, identify the increase in operating costs caused by new hires, training

needs, etc.

3.1.6 Work breakdown structure
A work breakdown structure (WBS) essentially creates a framework that groups and

integrates the individual work packages that will work in concert to deliver the project
results. Work packages are a collection of related tasks usually carried out by an
integral unit, such as a team or an individual or through automation. This structure is
composed using a hierarchical outline that progressively breaks down activities into
smaller and smaller chunks until the final chunk results in an assignable work

package.

3.1.7 Project kick-off
The primary purpose of the Project Kick-off is to formally appoint the project

manager. This ensures that the project manager has the necessary visibility and
functional authority to make the decisions required to deliver the defined project

results.

The WBS is used to kick off the project, and subsequent discussions are used to
generate a sense of ownership within the team members that have been pulled
together for this project. The key result of the project kick-off is the Responsibility,
Accreditation, Consultation, Information (RACI) matrix or chart, which designates
who is Responsible, who will Accredit the deliverables, who has to be Consulted, and
who has to be kept Informed throughout the project. The RACI chart then becomes

the key document that will be used to manage all further project communications.
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Output — Project Plan
Based on the above results, the final project plan is prepared, integrating schedules

and resources to the work breakdown structures. This initial project plan will then
serve as the baseline to monitor and control the actual execution of the projected

results and outcomes.

Please keep in mind that the above planning phase was designed to be generic and
can be used both to deal with a unit task such as the purchase and implementation of
a new firewall as well as for re-engineering the entire corporate IT architecture if

required.

Note

The following section, Risk Assessment, is designed to act as a pre-project audit
and provides a complete structure for assessing the state of information security
controls. It is designed to report the state of internal controls to management, who
can then use the findings and recommendations to assess and remediate their
overall risk exposure. Part of this remediation effort may result in the original scope of
the project being modified to incorporate the risk treatments required to mitigate,

reduce or transfer the identified risks.

3.2 PHASE Il — ASSESSMENT

The Assessment Phase provides a holistic approach to assessing Information
Security Risks to an enterprise. This phase advocates approaching Information
Security Risk assessments from the perspective of the enterprise business objectives
and associated risks. This would ensure the alignment of the enterprise business
risks with the risks in relation to the nature and extent of usage of Information

Technology for the achievement of the business objectives of an enterprise.

The framework commences with an Enterprise Risk Assessment of the business
which helps identify the inherent risk to the business as a whole. This provides focus
to the nature of risks being considered for the assessment of Information Security.
The inherent risks identified during the assessment are further used to identify
specific risks that stem from the nature and extent of usage of Information
Technology in the enterprise. The identified Information Technology risks are then

used to formulate the security and control requirements of the enterprise.
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Given the costs of implementing and maintaining security and controls in the
Information Technology environment, an enterprise would consider the cost benefit of
any security implementation by measuring the cost of control against the impact of
not having such a control. In instances where the cost of control exceeds the impact
of the risk both in terms of effort and value, the enterprise may choose not to
implement such security or control mechanisms. Alternatively, the insignificance of
the impact of risks may also prompt an enterprise not to implement any specific

controls to mitigate these risks. Such risks are considered as ‘Residual Risks’

The assessment phase provides an overview of the ISSAF risk assessment process
and addresses the different components involved. The assessment phase is divided
into two categories:

1. Inherent Risk Identification

2. Controls Assessment.

In the course of inherent risk identification all the relevant risks to business are
identified based on impact and likelihood of threat occurring irrespective of controls.
After obtaining the inherent risk of an assessment entity, evaluation of controls is

performed to identify the residual risk for the assessment entity.

The following tasks are carried out during the assessment process:

3.2.1 Inherent Risk Assessment

3.2.1.1 ASSESSMENT PREPARATION

The following activities are performed:

o |dentification of Assessment entities — These could be processes, assets,
facilities etc. The assessment entities constitute the basis for identifying

applicable assessment parameters, threats, etc to the entities.

¢ |dentify threats and Vulnerabilities — The various vulnerabilities of the selected or
identified entities for assessment are documented. Next, the threats that could
exploit a single or multiple vulnerabilities are identified and listed. These threats

constitute the risks for the entities. These risks can be repeatable to an entity.

For more information we suggest you read the ISSAF Risk Management Tool

documentation.
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3.2.1.2 THREAT ASSESSMENT

The following activities are performed:

o Impact Assessment — The impact to the business of an organization of a threat
being realized against an asset is measured or estimated. This is done
individually for each asset entity, and does not consider risk mitigating factors. It
is a measure of raw risk.. The assessor can choose to average or sum the

assessment parameter values for mathematical or logical reasons.

o Likelihood Assessment — Here the probability of occurrence of the threat for the

chosen assessment entity is measured or estimated.

The resulting totals from the above two tasks is the inherent risk for the entity being

assessed.

3.2.2 Controls Assessment
Compensating controls may be in place to reduce or mitigate risks. These factors

need to be accounted for in an accurate risk assessment. After obtaining the
inherent risk of an assessment entity, evaluation of controls is performed to identify
the amount of risk reduction they offer, and the residual risk that remains for the

assessment entity.

During this stage the assessor may select the controls from the ISSAF or other
controls. The idea here is to identify that the control selection is adequate and the

control’s existence and contribution is acceptable for the risk decision.

The most important aspect of control evaluation is to evaluate the control against the
assessment parameter to verify that it is contributing to reduce the impact of a given

assessment parameter to an acceptable level.

The result of this task is the residual risk for the assessment entity. The various
control areas for assessment entities available to the assessor for selection from

ISSAF are given below.

Evaluation of Legal and Regulatory Compliance
A review of the legal and regulatory requirements impacting the enterprise is
essential to ensure that the enterprise is compliant with any laws and regulations that

are applicable to the Information Technology infrastructure of the enterprise.
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Evaluation of Enterprise Information Security Policy

Upon commencing an Enterprise Security Assessment one of the first tasks would be
to understand and evaluate the Information Security Policy of the enterprise. The
Information Security Policy is a reflection of the management’s intent and approach
to Information Security and epitomizes the extent and the nature of Information
Security implemented within the Enterprise. A review of the enterprise’s Information
Security Policy is necessary to gain a comprehensive understanding of the approach

to implementing and maintaining the Information Security posture of the organization.

Evaluation of Enterprise Information Security Organization and Management

Subsequent to the Enterprise Risk Assessment and the review of the Information
Security Policy, a review of the Information Security Organization and Management
is performed. This comprises of a review of the organization of the security
functions, relevant roles and responsibilities and management responsibilities

amongst other areas.

Having obtained an understanding of the risks applicable to the technology
infrastructure of the enterprise, the enterprise’s approach to managing security as
stated in its Information Security policy and the allocation of security roles and
responsibilities, it would be logical to assess the specific security infrastructure and
operational controls implemented within the enterprise to mitigate the identified

Information Technology risks.

This stage of the Security Risk Assessment Framework comprises of the following:
« Enterprise Security and Controls Assessment

« Operations Management Assessment

Assessment of Enterprise Information Systems Security and Controls

This stage comprises of a review of the following:
« Physical and Environmental Security
« Technical Controls

- Network Security

- Host Security

- Application Security

- Database security

« Evaluation of Security Awareness by:
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- Interviews
- Observation
- Structured walk through

- Social Engineering

Evaluation of Enterprise Security Operations Management

This review is performed in conjunction with the Enterprise Security and Controls
Assessment, to gain an understanding of the risks and controls of the security
operations processes. This would be comprised of the assessment of the following

operational areas:
« Capacity Management
« Vulnerability Management
+ Release Management
- Patch Management
- Configuration Management
- Change Management
« Enterprise Incident Management
- Logging
- Monitoring
- Security Incident Management
- Operation Event Management
« User Management

« Certification and Accreditation

Evaluation of Enterprise Business Continuity Management

An evaluation of Enterprise Business Continuity Management capabilities is essential
to assess adequacy of the readiness of the enterprise in ensuring availability of the
Information Technology infrastructure. This review is complemented with a review of
Business Continuity processes of the enterprise to ensure that in the event of a
disaster the enterprise is adequately prepared to continue core business operations

until such time that normal operations are completely restored.

Manage Residual Risks
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As stated earlier, the risks not covered by the enterprise’s security and controls
implementations are categorized as Residual Risks. Given the volatile nature of
business in general and the ever changing risks applicable to general industry and
information technology in particular, it is important to regularly review the residual
risks not addressed by an enterprise’s Information Security Management Framework.
This is required to ensure that risks that were previously categorized as residual are
appropriately escalated and managed as their relevance and importance to the

enterprise changes.

A review of the process for management of Residual Risks is performed to ensure
that residual risks are regularly reviewed and reassessed to ensure that their status
of criticality has not changed, and that the need for compensating controls in these
areas has not increased.

We suggest you read the ISSAF document for details of these controls.

3.3 PHASE Ill - TREATMENT

Risk treatment provides a platform for taking a decision for the residual risks, through
the selection of safeguards, development of implementation plans, and providing
accurate documentation for the implementation of, and decision making process.
Risk decision is an important stage where executive management and other
stakeholders review your documentation and make a decision to accept, mitigate,
transfer or avoid the risk. Once this decision is made, plans for implementing the
outcome are made, and approvals are sought for budgetary requirements, for project

planning, for implementation and for change management.

Another important task in the risk treatment process is that when a decision to
mitigate a risk is taken, the selection of controls to mitigate the risk is selected and a

project plan to implement the controls is developed.

We suggest you use the Risk Treatment Plan template in the ISSAF for this process.

3.4 PHASE IV - ACCREDITATION

The process of accreditation involves assessing the controls that have been selected
for implementation under the scope for certification. The assessment results

determine the accreditation of the ISSAF certification to an organization.
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The assessment process will include a detailed plan that will be agreed upon with the
entity being assessed. The assessment will be conducted by the OISSG nominated

ISSAF auditors and the results will be evaluated by the OISSG certifying authority.

OISSG provides a formal certification on ISSAF compliance. This certification is

available through certifying agencies authorized by OISSG.

3.4.1 Context Establishment
e Contact OISSG / Authorized Certification Bodies

OISSG can be contacted on acreditation@oissg.org for details regarding the

authorized accredited agencies that are able to certify you for your chosen

locations. OISSG would require the following details for the same:

e Name of the Organization

¢ Number of Employees of Organizations

e Type of Organization (Banking / Technology / Manufacturing /Energy /
Telecom / Others)

e Number of Locations

e Further information may be requested by the OISSG coordinator

e Auditor Assignment

Based on the inputs provided, OISSG would facilitate the choice of authorized
accreditation agencies. The selection of accreditation agency is done on the basis of
their experience in the accreditation process in various industry verticals & size of
assignments that the auditors have handled. The auditors are carefully selected
based on the skill levels required for the complexity of your environment, business
knowledge, functional knowledge and project management expertise. Once the
accreditation agency and auditors are selected, they will visit your organization for
evaluation purposes. OISSG recommends that a project manager be appointed from
within the business who will also serve as a single point of contact. This project
manager should have sufficient operating knowledge of the organizational processes
and should have enough authority to approach departments and co-ordinate
meetings with the visiting auditors. The project manager should serve as the only

interface between the accrediting agency and the organization.

3.4.2 Evaluation
After the initiation is done, OISSG auditors would approach the organization for

further discussions regarding the scope and coverage of the accreditation process.

The scoping should highlight what specific areas under ISSAF need to be covered
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under the assessment. After the scoping exercise the OISSG auditors would start

assessment of the organization based on ISSAF.

The auditors would assess the organizations’ information security processes based

on the detailed controls / methodology defined in ISSAF

3.4.3 Reporting
Auditors would then prepare a draft report based on their findings and present it to

the senior management of the organization. This report highlights the level of
compliance that the organization has achieved vis-a-vis ISSAF. It also consists a
detailed breakdown of areas where non-compliances were found along with the
severity of such non-compliance. Management feedback on the non-compliances

found is considered before deciding on further course of action.

3.4.4 Certification
Based on the degree of compliance, a certification of ISSAF compliance is issued.

Any outstanding issue in the form of recommendations for further action will be
checked in subsequent ISSAF reviews & subject to closure of all outstanding items

from previous ISSAF reviews, a recertification will be granted every two years.

However if the issues are fairly significant the certification is denied stating adequate
results as to what are the significant issues. All the significant issues need to be

closed out prior to attempting a fresh certification.

3.5 PHASE V — MAINTENANCE

ISSAF certified organizations will be required to demonstrate compliance to the
ISSAF accreditation on a continuing basis. To ensure this, OISSG will conduct
regularly scheduled compliance assessments/reviews. The frequency for this review

will be based on the size of the organization and the accreditation scope.
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4 ENGAGEMENT MANAGEMENT

An engagement is grouping of activities that, when put together, achieve an objective
and a goal. An engagement always has a recognizable start and an end. This
document provides an overview on engagement management for security

assessment engagements.

The security-assessment engagement entails numerous tasks and involves several
parties. Such engagement requires engagement planning from start and
management activity throughout the development of the engagement. This section
describes the engagement management aspects of a security assessment

engagement.

The following guidelines can be directly used for providing engagement management

plan to the client.

4.1 ENGAGEMENT EXECUTIVE OVERVIEW
(Optional) The executive summary provides a summary of the engagement definition

document. In many cases, this is a PowerPoint presentation. If it is, then a reference
to the external document can be included. This section contains high-level
explanation of the engagement objectives, scope, assumptions, risks, costs, timeline,

approach, and organisation. (Remove this comment section from final document.)

Describe the background and context for the engagement and why it is being
undertaken. Speak to the business value of the work being performed. Place
adequate information here to ensure appropriate coverage of the rest of the sections

in the engagement definition. (Remove this comment section from final document.)

4.2 OBJECTIVE
Objectives are statements to describe what a engagement will achieve and deliver.

Objectives should be “SMART”: Specific, Measurable, Achievable, Realistic, and
Time-Based. To be specific and concrete, objectives should be based on
deliverables (outcomes). The completion of an objective should be evident through
the creation of one or more deliverables. If the statement is at a high level and does

not imply the creation of a deliverable, it may be a goal instead. If the statement is
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too low-level and describes features and functions, then it may be a requirement

statement instead. (Remove this comment section from final document.)

The XXX engagement will meet the following objectives:
o Objective #1
o Objective #2
o Obijective #3

Expected Result[s]

Provide a brief description of the deliverable. A sample deliverable report can also be
attached.

The XXX engagement will produce the following deliverables:

e Deliverable #1

e Deliverable #1

e Deliverable #1

4.3 APPROACH
lllustrate an over view of the methodology used for security assessment

engagement. Generally the phases involved in typical security assessment
engagement are:

e Planning and Preparation (Scoping & Logistics)

e Assessment (Fieldwork)

e Reporting (Conclusion / Results)

4.4 ENGAGEMENT SCOPE
In this section, you should clearly define the logical boundaries of your engagement.

Scope statements are used to define what is within the boundaries of the

engagement and what is outside those boundaries. Examples of areas that could be

examined are data, processes, applications, or business areas. The following

information can be helpful:

o The types of deliverables that are in and out of scope (Business Requirements,
Current State Assessment)

« The major life-cycle processes that are in and out of scope (analysis, design,
testing)

« The nature and sensitivity of data that is in and out of scope (financial, sales,

employee)
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o The data sources (or databases) that are in and out of scope (Billing, General
Ledger, Payroll)

o The organisations |/ departments that are in and out of scope (Human
Resources, Manufacturing, vendors)

« The major functionality that is in and out of scope (decision support, data entry,
management reporting)

(Remove this comment section from final document.)

The scope of this engagement includes and excludes the following items.

In scope:

4.5 ENGAGEMENT KICKOFF MEETING (INTERNAL)
As you win an engagement, Engagement Manager shall call a Engagement Kickoff

Meeting. Following are some points shall be discussed in this meet:
e Quick look at lesson learned in previous engagement
o Highlight challenges/problems and design strategy to resolve them
e Declare Single Point of Contact for Engagement
o Form Engagement Team and divide their tasks
e Set deadlines on divided tasks to members responsible for Engagement
Execution
o Process Administrative Tasks
0 Visa Processing (If required)
o Travel Management
0 Check Passport status and Important papers with candidates
0 Check Emigration Check Not Required (ECNR) on passport of candidates

e Availability of Tools (Commercial/Freeware)



o Efficient delivery capabilities of promised tasks in proposal
¢ Any help needed for delivery
0 Infrastructure for testing
o Training
o Backup infrastructure
¢ Inform Technical Infrastructure Management department about IP Addresses
e Engagement manager or assigned team member shall give minutes of meetings

to everybody

4.6 COMMUNICATIONS PLAN

INSERT CONTACT LIST

Standard/Scheduled Communications
The Assessment Team Program/Engagement Manager will initiate the following
engagement meetings through the engagement life cycle:
On-site at -CUSTOMER NAME-:
¢ Mid-Planning and End-of-Planning Meetings
¢ Engagement Kick-Off Meeting
e Progress Meetings (frequency and method to be determined by the
CUSTOMER NAME). A meeting agenda will be distributed to attendees prior
to the meeting and meeting minutes will be distributed after the meeting.

e Engagement End (Debrief) Meeting

On a weekly basis, Assessment Engagement Management will provide status to all
engagement stakeholders via the CUSTOMER NAME engagement web site (to be

developed). All engagement related, the Engagement Manager would post
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documents developed during the week each Friday. The engagement web site is a
valuable tool that historically archives all documents, making them easily, and readily

available for baseline reviews.

It is imperative for all managers to be aware of issues that their teams are
managing / experiencing; therefore, all engagement communications will
follow a “chain of command” structure. Please refer to the Engagement Org

Chart for communication checkpoints.

e Explain your understanding of client’s requirement

e Discuss dates of assessment offshore/onsite

o Request client to issue an Invitation letter to embassy by the name of test team
members (If required)

e Update client for source IP addresses used for assessment

4.7 ENGAGEMENT KICKOFF DISCUSSION WITH CLIENT
Points to discuss

¢ Identify access points and number of devices needs to be tested
e Deliverables
o0 Executive Summary
0 Vulnerability Summary
0 Detailed Test results with countermeasure to safeguard against
vulnerabilities
e Single Point of Contact from both end
e Team Introduction
e Engagement start and end date
o Working days/hrs
e Internet Access during onsite assessment
e Site location and contact numbers
e Update client about source IP addresses used for testing
o Make sure access to service is open in firewall from given source IP address to
perform assessment.
o Make sure access to service is given from your company /ISP Router and

Firewall
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4.8 SAMPLE STATUS REPORT

From:
Subj: Status Report for

Period:

If appropriate, provide background information for this report. You may wish to
include the following information in your comments:

Origins of the engagement; business reason for its initiation; anticipated value to the
customer; and engagemented increase to revenue or decrease to cost.

Engagement scope and objective

Summary:

Total Hours Used:

Identify overall engagement status and provide a few key bullet points highlighting

planned vs. actual aspects of each relevant topic:

Engagement Status:

[ ] GREEN [] YELLOW[] RED
NOTE: Status Reports will be completed weekly. Do not be hesitant to
provide a yellow or red status; this is a tool to alert management to potential
issues.

e Green — Engagement is proceeding on plan with no major showstoppers.

Yellow — Engagement has tasks that “may” impact engagement

completion.

e Red — Major issues exist with required tasks that are needed to complete

the engagement. Management assistance is needed immediately.

Engagement Schedule
Indicate the current planned completion date for all major tasks & milestones through
completion of the engagement.

TASK/EVENT PLANNED DATE



Major Accomplishments: (Any significant completed tasks)
Highlight major accomplishments achieved during the reported status period. Identify
focus of current engagement work and any additional information on completed

tasks.

Outstanding Issues or delinquent items

Identify appropriate critical issues that threaten the success of this engagement.
Provide further information regarding background and action plans for addressing the
issue.

ISSUE ACTION PLAN




Next Steps/Upcoming Events - (planned tasks for the next reporting
period)

4.9 ISSUE ESCALATION PLAN
Escalation chart in case of issue can be provided in this section. Escalation will

happen both client and assessment organization. A flow chart will be of great help.

4.10DEVELOP A ENGAGEMENT PLAN AND SEND IT TO CUSTOMER FOR
UPDATE
It should include followings:

e Send test cases which you are going to execute
o Put time for every test case

¢ Mention start and end date of engagement

e Time of assessment

e Contacts of each team

4.11 SET MILESTONES AND TIMELINES

Define milestones of engagements as per tasks, stick to them and achieve in defined
time. Try to complete testing in office hours. It will help to minimize any down time if it

occurs in any circumstances.

Event Week 1-5 I Week 6-10 | Week 11-15 I Week 16-20 | Week 17-25

Planning and Prepration

Assessment

Assessment — Pertinent Risk

Identification

Assessment - Controls

Assessment

Treatment

Accreditation
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4.12 ENGAGEMENT SCHEDULE
The CUSTOMER NAME Engagement will be driven with a Engagement schedule

chart.. The Master Schedule details all major phases and it's associated sub-tasks.

The Master Schedule is detailed below.

<INSERT ENGAGEMENT SCHEDULE HERE>

4.13 DELIVERABLES PRODUCED
All engagements have deliverables. In this section, describe the deliverables of the

engagement. Provide enough explanation and detail so that the reader will be able to
understand what is being produced. (Remove this comment section from final
document.)

e Deliverable 1: description

e Deliverable 2: description

e Deliverable 3: description

4.14 ENGAGEMENT ESTIMATED EFFORT/COST/DURATION (COST
OPTIONAL)
The estimated effort hours and engagement costs may be depicted in many ways,

including cost by team member, cost by deliverable, cost by milestone, or cost by
category (internal labor, external labor, travel, training, supplies, etc.). Also include a
chart showing the engagement start date, major milestones, and end date. The
deliverables included in this milestone chart should all have been described in the

scope section. (Remove this comment section from final document.)



Engagement planning Mm/dd/yy Engagement definition
Workplan

Milestone 1 Mm/dd/yy Deliverable 1
Deliverable 2

Milestone 2 Mm/dd/yy Deliverable 3

Milestone 3 Mm/dd/yy Deliverable 4

Milestone 4 Mm/dd/yy Deliverable 5

Engagement conclusion Mm/dd/yy
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4.15 ENGAGEMENT ASSUMPTIONS

Engagement assumptions are circumstances and events that need to occur for the
engagement to be successful but are outside the total control of the engagement
team. They are listed as assumptions if there is a HIGH probability that they will in
fact happen. The assumptions provide a historical perspective when evaluating
engagement performance and determining justification for engagement-related

decisions and direction. (Remove this comment section from final document.)

In order to identify and estimate the required tasks and timing for the engagement,
certain assumptions and premises need to be made. Based on the current
knowledge today, the engagement assumptions are listed below. If an assumption is
invalidated at a later date, then the activities and estimates in the engagement plan

should be adjusted accordingly.

¢ Assumption #1
e Assumption #2

e Assumption #3, etc

4.16 ENGAGEMENT RISKS
Engagement risks are circumstances or events that exist outside of the control of the

engagement team that will have an adverse impact on the engagement if they occur.
(In other words, whereas an issue is a current problem that must be dealt with, a risk
is a potential future problem that has not yet occurred.) All engagements contain
some risks. It may not be possible to eliminate risks entirely, but they can be

anticipated and managed, thereby reducing the probability that they will occur.

Risks that have a high probability of occurring and have a high negative impact
should be listed below. Also consider those risks that have a medium probability of
occurring. For each risk listed, identify activities to perform to eliminate or mitigate the

risk.



4.17 ENGAGEMENT APPROACH
This section is used to describe how the engagement will be structured and the

important techniques that will be utilized. The engagement approach is intended to
encourage the engagement manager to think about the engagement from the top
down instead of the traditional bottom-up method. Including the approach in the
engagement definition compels the engagement manager to both consider the
dependencies of the engagement and to incorporate the engagement management
necessary to plan and manage the engagement. (Remove this comment section from

final document.)

4.18 ENGAGEMENT ORGANIZATION (ASSESSMENT TEAM & CLIENT)
It is important to understand who the major players are on the engagement. An

organization chart works well. Otherwise, list the major engagement roles and the

actual people involved. (Remove this comment section from final document.)

Add a engagement organization chart, if available. (Remove this comment section

from final document.)



4.19 RESPONSIBILITY MATRIX
A — Approves the Deliverable

R — Responsible for Creating the Deliverable
N- Notified when deliverable is complete

M — Manages the Deliverable

F — Facilitates timely Resource Allocation

S — Responsible for Acceptance and Signoff

P — Participate in Archiving the Deliverable

1 Engagemen A R R R
t Scope

4.20SIGN-OFF SHEET

Client Name: XXXXX
Engagement Manager: XXXX,

Engagement IT Security
Purchase Order Number:
Name: Assessment
Begin Target 10/09/0 | Final End
04/06/03
Date: End Date: | 3 Date:




1 Statement of Work 13/06/2003

Final Sign off

Assessment team has successfully performed according to the conditions set-forth in

the SOW, Dated for the Security Assessment Engagement.

Sign Off on Work Performed:

XXXXXXX

Assessment Lead

XXXXX
Client Lead

Typically the RIR WHOIS databases will not locate any domain-related information or any

information relating to military networks.

4.21 ANNEXURE - ASSESSMENT ADMINISTRATION ROADMAP

Suggests scope and objectives
(optional)

Defines requirements (scope,
objectives, and acceptance
criteria)

Publishes RFP (optional)

Repeats
until RFP

Evaluates RFP (feasibility, risk,
technical considerations)
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requirements

are clear to Clarification meeting (optional)
assessor
Signature of Mutual Confidentiality Agreement
Requests additional information
(if allowed by RFP)
Prepares and sends additional
information (if allowed by RFP)
Estimates project needs
(staff/resources/time) and cost
Repeats Creates and delivers proposal
until Client is

satisfied with
proposal(s)

Evaluates proposal(s)

Requests adjustments to
proposal(s) (optional)

Compliance/expectative check meeting(s)

Evaluate vendors capabilities
(optional)

Select best proposal (if more than
one proposal was
received/requested)

Engagement refinement meeting (starting ending/dates, holiday
considerations, business activities considerations, technical
considerations, contact lists exchange, etcetera)

Kickoff meeting
Repeats Performs technical evaluation Requests information on progress
until all phase; reports critical findings and provides feedback (optional)
phases are immediately. and
completed decides whether to suspend or not
evaluations, depending on some
findings.
Reports phase status
Repeats Prepares and delivers technical
until client report draft
and

assessor are
satisfied with
findings and
comments
included in
the report

Reviews technical report

Prepares and delivers comments
to be included in the report
(business impact/considerations
and technical considerations)
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Technical report review meeting (correlation with client data,
accuracy validation and business impact review )

Provides training on techniques
tools used for evaluation
(optional, usually defined in
RFP and/or proposal)

Prepares and delivers final
report

Prepares presentation for
management

Findings review meeting with management

Repeats Provides support for problem Defines project plan for solving
until solving. (optional) problems (including prevention of
problems future occurrences)

outlined in Reports problem solution status to
the report management

are solved

Lessons learned internal meeting.




S5 GOOD PRACTICES— PRE ASSESSMENT,
ASSESSMENT AND POST ASSESSMENT

Over the last few years, the security assessment process has evolved from an
assorted set of attacks carried out by amateurs to a mature and reviewable

assessment process with strong legal boundaries and well-defined deliverables.

Irrespective of Vulnerability Assessment, Penetration Testing and/or Security
Assessment, there are certain things which the assessor needs to take care of while

assessing the strength of an enterprise’s security.

A well defined, proven and structured assessment can assist greatly in fortifying your
defenses; it also throws up newer, complex issues that you will have to deal with.

E.g. Legal Aspects, Check Knowledge base section for more detail on this.

This section provides all the good practices / guidelines required to perform the
security assessment. Management, key people involved in assessment and all other
members of the assessment team must read and follow it. Owner and Assessment

Company (irrespective of internal or external) should sign it before starting an

assessment.

Legal Aspects

Ensure that you have signed a Non-Disclosure
agreement with the company that is performing the
assessment. v
Recommended Reading: Non Disclosure

Agreement in Appendix.

Ensure that you have signed the Security
Assessment Agreement. v
Recommended Reading: Security Assessment

Agreement in the Appendix.

Ensure that you do not scan outside IP Address and
are limited to the IP addresses and domains v

specifically assigned to you.
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Clearly define the boundaries of the assessment to
avoid any conflict and/or confidentiality issues. E.g.
an assessor breaks into the system and he may
read confidential information on it. Make it clear v
whether you want the assessor to access
confidential information and show it to you or just

leave a message on the system in a text file.

Clearly define the Ilimits of liability for the
assessment team, in case of an incident caused by
negligence or malpractice. E.g. most assessment v
teams limit the liability up to the cost of the security

service being performed.

People

Assessment team participating in the assessment,
the following information must be documented and
evaluated by the Assessed Company:

a) Experience with the platforms, applications,
network protocols and hardware devices being
tested. Experience of candidates should match that
of the targeted infrastructure.

b) Certifications and courses related to penetration
testing. This information should confirm that
assessment team members are capable of
performing the activities described in the scope of
the service. v
c) Years of experience in penetration testing
engagements. This information should confirm that
assessment team members are capable of
performing the activities described in the scope of
the service.

d) Attack scripting/programming  languages
mastered by each member. This information should
demonstrate abilities for designing and performing
manual testing procedures.

e) Public information showing participation in the
community of each member, such as articles, forum

posts, papers, participation in events, etc. People
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that show up in public places demonstrate their
credentials and is more easily trusted. Assessors
that have engaged in a public discussions on
information security testing demonstrate their
knowledge and experience.

f) List and description of tools/scripts
created/modified by each member, related to
security assessment. This information should
demonstrate abilities for designing and performing
manual testing procedures.

g) Roles and Responsibilities of each member in the
team. This information should indicate the grade of
involvement of each assessor and the importance of

their participation in the team.

Have you gone through the resumes (including
references) of the assessment team members and v

are you satisfied with their skills?

Have you checked recruiting policies of company v

and are you comfortable with them?

Have the employees of the Company performing the
assessment signed strong Non-disclosure v

agreements with their firm?

Processes

Have you clearly mentioned that you want to assess
a denial of service attack on your live or test
system? Or do you prefer that they simply audit the v
system and describe the specific flaws in your
network that leave you susceptible to a particular

Denial of Service attack?

Generally a security assessment / penetration test is
recommended only when you have baseline security v

in place.

Are you assessing security of secondary systems
(may be redundant) instead of primary systems? v
Both approaches have their advantages and

disadvantages but it is generally recommended that
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you assess the security of secondary servers rather
than primary servers when strict confidentiality has
to be maintained and any kind of down time is not
acceptable. The path used to attack the secondary
servers can reveal flaws in your security architecture

that apply equally to your primary servers.

Is the test infrastructure secure and is logging v

performed? Please give details.

Is the assessment team or a team member going to
perform any test from home? Especially using a PC v
other than an official Laptop or assessment

machine.

Ensure that the assessment team provides precise
information on the assessment equipment physical
and logical locations (E.g. physical addresses from v
where tests will be conducted and IP addresses

used at the time of the test).

Is the process established to get clearance before

starting a test?

Are the test cases provided to you?

Ensure that the organization/company has licenses
for the commercial tools used by the assessment v
team. Make sure that both parties are clear on who

is going to provide what tools.

Is the date, time and day for the assessment fixed?
A time when traffic is minimal is preferred, late
nights and weekends are good times since any v
unexpected negative impact on the network will

cause least harm to the users during off-peak hours.

Does the Assessment Company have well-defined
processes for managing the output of the test v

cases?

Ensure that both the Assessment Company and the
Assessed Company exchange contact information v
of people involved in the tests anytime during the

engagement. (E.g. email addresses, phone
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numbers, fax numbers and pagers).

Deliverables

The assessment team should show a clear
approach and path of attack to be carried out and a
demo as and when required. v
A list of vulnerabilities on the compromised network
is not sufficient since it may not give the actual path

that can be exploited.

Has the Assessment Company submitted a sample
copy of previous Assessment reports? Does it cover
everything you want as a client?

Ensure that you do not reveal any kind of client v
information, very clearly mask client name and
information that makes resources identifiable such

as IP addresses.

The report shall contain all tests performed and their

outputs as per the ISSAF test case template

List of vulnerabilities identified and countermeasure

to safeguard against them.

Very high critical threats must be reported

immediately.

Ensure that you do not use new/unfamiliar tool on a

production environment.

Guard against performing a man-in-the-middle

DN I O N I N RN

attack and forgetting to forward traffic further.

Guard against performing a man-in-the-middle
attack and not considering the speed of a device
which is performing the man-in-the-middle attack. v
Generally middle man devices are slow and they

can’t give high throughput. For example a laptop.

Readiness of Infrastructure v

e The assessor should make sure the connection
for testing is up and that a backup line or
internet access is readily available before

starting the tests.

e Ensure that due to some reason certain
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protocols/services are not blocked at the

assessment center end (Your company/ISP). It

may seriously affect you assessment results.

o E.g. ICMP is blocked as per corporate policy

e E.g. UDP traffic is blocked at ISP end due to
any worm. Strange but it happens some

time.

e Ensure that your company’s technical
infrastructure department does not change IP
addresses of the Assessment Center without
your permission; these could negatively impact
your tests because the target firm will expecting

connections from a certain IP range.

e Ensure readiness of a assessment team Kit:
e Assessment Tools / Products

e Operating System CDs

o Ensure that the people involved in the
assessment process properly understand the v

client’s requirement as specified in the RFP.

e Ensure that you are using a dedicated
equipment for testing. Emails and any other
administrative or personal activities should be
preformed on other machine(s) or if it's on same 4
machine it's recommended to do on different
boot partition. This guarantees the integrity of

the testing machine.

o Ensure that a process is available for collecting
test results and they are presented in a proper v
format. Otherwise analysis will take a lot of time

and important information may be missed.

o Ensure that the testing process is closely
monitored and documented, in order to facilitate
the identification of telecommunications v
problems and false positives (usually the test is

recorded at network level using a protocol

analyzer and a different machine, in order to
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avoid an impact in performance to the testing

equipment).

o Avoid a breach in confidentiality by releasing v
client data.

e Ensure that your storage server for test results is v
secure.

e Ensure all correspondence in appropriate way.

If you exchange asset information verbally or on a
plain paper or on phone (generally this happens
while performing onsite assessment). Later on you
don’t have any record to prove that this is what was
given for assessment by the client, just in-case if v
any undesirable politics happens. This guideline can
be adopted at various stages in the assessment
process. Use of digital signatures and encryption for
formal electronic communication is necessary to
guarantee confidentiality, authenticity and non-

repudiation.

5.1 PHASE —|: PRE-ASSESSMENT

5.1.1 Request for Proposal (RFP)

The organization shall clearly define followings:
¢ Name and details of person to whom proposal needs to be submitted

e Maximum time to submit the proposal (E.g. 1% Jan 2005)
e Maximum time to complete the assessment (e.g. March 2005)
¢ High level design of network architecture to selected companies after signing

Non-Disclosure Agreement(NDA)

The organization shall clearly ask Assessment Company to state followings in the
proposal:
e Maximum time to complete the assessment (e.g. March 2005)

o Expected time to complete each task

o Serial and parallel tasks in proposal

o Dependencies between tasks

e Time period in which the assessment has to be completed

e Understanding of Assessment Company’s requirement
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¢ Your understanding of our requirement

0 Asset segments which needs to be assessed

o Number of Access Points and devices from where assessment has to be
performed

0 Expected deliverables

o Clearly defied scope of assessment. Expected depth of tests in each task
(how far should the assessors go: network, O.S., application level, etc.)

o List of objectives by which each task will be evaluated (should be effort

oriented, not success/failure oriented)

5.1.2 Evaluation of Third Party Contracts

5.1.2.1 PURPOSE OF THIRD PARTY CONTRACTS EVALUATION
In today’s highly connected world, organizations typically share business information

with a number of third parties, either out of a business imperative or to comply with
regulatory requirements. The sharing could be as simple as an exchange of emails

or as ‘invasive’ as providing remote access to each other’s internal systems.

An organization would typically have no control over the security management at a
third party and therefore have no control over the security of their own information.
The best an organization can do in most cases is to cover themselves legally with the

appropriate clauses in contracts with third parties.

5.1.2.2 AiM/ OBJECTIVE OF THIRD PARTY CONTRACTS EVALUATION
As part of an evaluation of information systems security, contracts with third parties

must be evaluated to see if the organization is adequately covered legally.

This is also a recommendation within ISO 17799.

5.1.2.3 THIRD PARTY CONTRACT EVALUATION GUIDELINES

The roles of third-parties can be varied:

Application support and maintenance for an organization’s internal systems;
Business partner (e.g. distributor) with access to internal systems; Facilities managed
service, i.e. they host and manage the organization’s "internal" system; Business

partner providing services to the organization’s clients on behalf of the organization.
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Contracts with third-parties should have clauses similar to those mentioned in this
section. Not all clauses will be suitable in all cases. And additional clauses will be

required for the specific services provided.

Existing contracts typically provide good coverage of some of the items listed in ISO
17799, such as service level agreements and intellectual property rights. This

section highlights those items that existing contracts do not typically cover.
[start of contract clauses]
Security of <Company’s> and <Company’s> Clients’ Information Assets

By 'information assets' is meant, without limitation, paper documents, electronic data,
servers, desktop computers, laptops, PDAs, software, network elements and mobile

telephones.

The Supplier may be given access to <Company’s> and <Company’'s> clients’

information assets to allow them to fulfill their obligations under this contract.

1) The Supplier shall take all reasonable steps to protect the confidentiality,
availability and integrity of <Company’s> and <Company’s> clients’ information

assets, including but not limited to:

a) Implementing appropriate security policies and practices, consistent with the most
current version of AS/ISO 17799.

b) Complying with the <Company> Acceptable Use Policy, the current version of
which is attached in Appendix XXX. The most up-to-date version of this policy is
available on the <Company> web site.

c) Complying with all applicable privacy and cybercrime legislation.

d) <Optional> Complying with all applicable financial/health/other industry standards.
e) <Optional> Compliance with the security policies and standards attached in
Appendix XXX.

2) Upon written request, the Supplier shall provide to <Company> a copy of their
information security policy, standards, operating procedures and related
documentation. <Optional> The Supplier authorises <Company> to forward this

documentation to any <Company> client who is supported by the Supplier.
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3) Where <Company> has responsibility for maintenance of user accounts: The
Supplier shall notify <Company> within 1 working day, if an employee, contractor or
agent of the Supplier, who has access to <Company’'s> or <Company’s> clients’
information assets:

a) Leaves the employment or hire of the Supplier. If the termination happens under
unfriendly circumstances, the Supplier shall notify <Company> within 1 hour.

b) No longer requires access to <Company’s> or <Company’s> clients’ information

assets.

4) Where the Supplier has responsibility for maintenance of user accounts: The
Supplier shall change all relevant passwords within 1 working day, if an employee,
contractor or agent of the Supplier, who has access to <Company’s> or
<Company’s> clients’ information assets:

a) Leaves the employment or hire of the Supplier. If the termination happens under
unfriendly circumstances, the Supplier shall change passwords within 1 hour.

b) No longer requires access to <Company’s> or <Company’s> clients’ information

assets.

5) Security Incidents.
A breach of security includes, but is not limited to, a loss or theft of information
assets.
a) The Supplier shall notify <Company> immediately upon a confirmed, or suspected,
breach of security of <Company’s> or <Company’s> clients’ information assets. The
notification shall be to ALL of the following:
i) by telephone — <Insert the <Company> contact the Supplier uses for issue
escalation>
i) by email - infosec@<company>.com.au
b) The Supplier shall provide all required assistance to <Company> in investigating a
breach of security.
OR
5) The Supplier shall adhere to the Information Security Incident Response Plan

agreed with <Company> and attached in Appendix XXX.

6) The Supplier shall ensure that all the Supplier's information assets with access to
<Company’s> or <Company’s> clients’ information assets:

a) are free of viruses and other malicious software;
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b) have an anti-virus tool installed, enabled and configured to use the latest signature

files provided by the anti-virus vendor.

7) The Supplier shall ensure that all employees, contractors or agents who require
access to <Company’s> or <Company’s> clients’ information assets sign a Non

Disclosure Agreement prior to being given access.

8) The Supplier shall ensure that all employees with access to <Company’s> or
<Company’s> clients’ information assets are provided training on the relevant
security policies and procedures prior to being given access and are provided

refresher training every year subsequently.

9) Upon written request, the Supplier shall allow <Company> to audit the Supplier's
facilities, networks, computer systems and procedures for compliance with the
Supplier's and other agreed Information Security policies and standards.
<Company> may utilise a third party to conduct the audit. Audits may include, but
not be limited to, the use of automated tools and penetration tests. <Company> shall
request audits as and when necessary, but no more than four times in any 12 month

period. A minimum of 48 hours notice shall be given prior to an audit.

10) <Optional> If the above clauses are breached:
a) <Company> reserves the right to terminate this contract, etc.

b) The Supplier shall be liable to pay penalties to <Company>, etc.
[end of contract clauses]

The following must be attached to the contract as required:
e <Company’s> Acceptable Use Policy;
e Security policy and standards documents;

e An Incident Response Plan

5.1.3 Sales and Marketing
Some of the guidelines during the sales life cycle are as follows:

o0 Consider the size, politics, type of industry
0 Take into account the skills and knowledge of the organization’'s
personnel

o0 Consider the organization mission, goals and objectives for this project.
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o0 Consider the risks and complexity of the service required.
0 The Sales Person should understand the need for right pricing, based on
the two considerations above.

0 Sales person should understand the complete assessment cycle.

5.1.4 Obtain Authorization and Make sure Right People has given
it

Security assessment involves performing actions very similar, if not identical, to those

carried out by an attacker. Likewise, the security test may result in the compromise

of information systems due to which classified information may be accessed during

the test. Even in the case that an agreement exists between the security assessor

and the client, the latter may not accept, for instance, that classified information may

become revealed to the security assessor.

For these reasons it is always necessary to obtain clear authorization from the client
to perform the security assessment. Typically, approval from the client should be
sought in such a manner that the client assumes responsibility for the results and

side-effects (if any) of the security assessment.

It is also very important that right person has given permission to you. Obtain it from
the appropriate management / authority. It is recommended that in every company IT

department should have process to for approval.

Such approvals should be printed on company paper (letterhead) and signed by the

responsible person(s).

Reference: Security assessment agreement in appendix

5.1.5 Define the scope of work
As part of the contract or agreement between the security assessor and the client,

the scope of the work to be done must be clearly specified. Whenever possible,
loose or ambiguous definitions should be avoided. The security assessment work
will be performed with better accuracy and its results will be more reliable when the

extent of the work is bounded.

Scope of Work
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o Define Evaluation Criteria: Evaluation criteria uses metrics based on effort.
E.g. N different automated tests + M different manual tests be performed,
independently of whether those tests result in compromising the target/
vulnerability findings or not. All the results of tests will be submitted to client.

o Define Objectives

o Define Scope areas

e Define “Out of Scope” areas

Both parties should define and agree on the scope of work. The scope of work
should clearly define, what should be done and what not, define timelines and
dependencies of the work for both parties. Areas which the scope of work should
cover include:
e Complete Organization
o Specific Location(s)
e Specific Branch(es)
o Specific division(s)/Sub-division(s)
e Nature of testing (intrusive / non intrusive)
e Testing from External, Internal and or Both
¢ In context with Web Presence(s)
0 Domain Names (DNS)
0 Server Names (Internal)
o |P Addressing
e In context with Infrastructure
0 Remote Access like Dial-up, VPN, Frame Relay etc...
o ATM

5.1.6 Define the “Out of Scope” Areas
After going through scope of work definitions; there must be clearly defined

limitations and conditions for assessors, which he should not violate.

Some client prefers to have testing in off hrs (nighttime) and on weekends. It helps
them to give less impact of any downtime. Off hrs testing is only good when it is
being done in the presence of client staff; to ensure that if any downtime happens

then the staff can control it and take necessary actions.
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5.1.7 Sign Agreement
On the basis of above mentioned points sign a formal agreement. This written

permission, often called the rules of engagement, should include two agreements: 1.

Security Assessment Agreement and 2. Non Disclosure Agreement

5.1.7.1 ASSESSMENT AGREEMENT
An assessment agreement should include:

e Scope of work

o Out of Scope work

o IP Addresses or ranges that needs to be assessed

e Any specific IP addresses / subnet, host, domain that should be restricted

o Liability for any downtime

¢ Time of Completion of project and indication of any delay

e The contract price, any additional charges, applicable penalties

¢ Payment (advance and after the project)

e Date and Time-wise schedule of assessment based on time and material or Fix
bid contract.

¢ Some mechanism if testing takes more than estimated time

o Source IP address of machines from where security assessment and test will be
conducted

¢ A mechanism for dealing with false positive in order to avoid unnecessary law
enforcement

e Contact Person(s) at the client and at your company (both phone & mobile phone
numbers as well as email addresses)

e General Provisions

o0 For delay/non payment

o For additional labor

Reference: Security assessment agreement in appendix

5.1.7.2 NON DISCLOSURE AGREEMENT
A Non Disclosure Agreement should include followings:

e Purpose
e Definition
¢ Non-Disclosure of Confidential Information

e Mandatory Disclosure
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e Return of Materials

¢ No License Granted

e Term

e Miscellaneous

o Governing Law and Jurisdiction

¢ Remedies

Reference: Non Disclosure agreement in appendix

5.1.8 Team Composition

Consider efficiency and accountability and compose a team of domain experts, as
per the scope of work. Security assessment can be achieve much better with
specialized team members' then having one person doing everything. Different team
members bring different set of skills together. Some team member may have skills to
break into systems but may not know firewall/IDS security assessment. Quite often it
is seen, people who are good into breaking into system are not quite good at putting
test result in an appropriate format for report and also do not like taking notes of their

work.

5.1.9 Commercials
Based on the type of engagement, scope, skill set requirements and complexity of

the system, the commercials can be worked out. The type of calculation may vary for

time and material/Fixed bid model.

5.1.10 Maintain confidentiality of client data - before start of Project
In preparation for the security assessment job, the assessor may require information

from the client in order to carry out the tests, such as network infrastructure
diagrams, IP addresses, location of client premises, contact information for people in
the organization, existence and location of network access points, vendor of network

and IT systems, among other types of information.

This information may be confidential, and it is the security assessor's duty to ensure
that any such information handled throughout the project will be treated according to

its classification within the client organization.
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5.1.11 Access Point Identification
It is of paramount importance that the access points chosen for conducting a security

assessment represent all the possible threats, threat agents and possible business
risk. The choice of access points along with a good cross section sample of devices
is imperative for correct determination of threat to the facility and Information
Systems. Based on given low level network architecture design and with the help of
client technical representatives choose the access points to represent various threat
agents such as ‘“internet’, “operators/clients”, internal etc. Along with the threat
agents, test the network layer by layer as per the methodology. The generalized

division of the network in layers is as follows:

The above segments/components were tested from viewpoint of threat agents as

“the internet”, “administrator” and as “client” etc...

Here we are taking a very common network architecture design and based on that

we will identify access points for testing.

51.11.1 LAYERED NETWORK ARCHITECTURE DESIGN
Switch Block 1 Switch Block 2
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5.1.11.1.1 ACCESS LAYER
Switch Block 1 Switch Block 2

LU L e [
e

Management Wan Block
Block
Server Block
Internet Block

Layer-2 Switch [Switch Block1]
Layer-2 Switch [Switch Block2]
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5.1.11.1.2 DISTRIBUTION LAYER

Distribution Layer

Switch Block 1 Switch Block 2

Managem Wan Block

ent Block

Server Block

Internet Block

Layer-2 Switch [Block1]

Layer-2 Switch [Block2]
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5.1.11.1.3CORE LAYER

Core Layer

Switch Block 1 Switch Block 2

Managem Wan Block

ent Block

Server Block

Internet Block

Layer-2 Switch [Core]

Layer-2 Switch [Core]




5.1.11.1.4HIGH AVAILABILITY AND LOAD BALANCING

High Availability
Load Balancing

Layer-2 Switch [Block1]
Layer-2 Switch [Block2]




5.1.11.1.5 MANAGEMENT BLOCK

Management Block

Firewalls

Network based Intrusion Detection Systems

Host based intrusion Detection Systems

SYS log server

SNMP Management System

System Admin Hosts




5.1.11.1.6 SERVER BLOCK

Server Block

Firewalls

Network Intrusion Detection System

Host Intrusion Detection System
NTP Server
TACACS+ Server

Secure-ID Server

Certificate server

Corporate Servers

Call Manager
DNS Servers

E-Mail Servers




5.1.11.1.7WAN BLOCK

WAN Block

Firewalls

NIDS

Crypto Clusters

Routers




5.1.11.1.8INTERNET BLOCK
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DNS Servers
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5.2 PHASE —ll: ASSESSMENT

5.2.1 Rules of Engagement
Establish clear rule of engagement based on the assessment scope. Covert the

same in the scope of work agreement mutually agreed and signed by client and

assessment team.

During the course of the project the client may provide the assessor with further
information, as required by the progress of the security assessment job (network
diagrams, system parameters, applications used, access credentials, etc...). The
assessor must be aware of the confidentiality of the information used to do the job,

and treat it as such.

Security tests may also yield information about the client's information systems that,
while not provided directly to the assessor, may also be confidential. This includes

any vulnerability that may be found as a result of the security assessment.

Likewise, any documents, company information, personal e-mail or any other types
of computer files that the assessor may have access to as a result of a successful

penetration test, shall also be treated with confidentiality.

o Observe and obey security policies
o Never operate beyond agreement
o Never operate beyond scope of work unless officially requested by the client (this
should be done through a signed request & approval)
o Members of the analysis team may be present during the assessment
o Ensure all the required approval[s] from all concern department[s] (Just in case if
it is required even after management approval) have been taken
o Ensure all the effected department/personnel have been informed. Inform them
time of assessment and also if there are any chances of down time.
¢ Vulnerability Scan
0 Ensure latest signatures are updated
o Ensure latest signatures are tested in lab environment before using them
in production environment
o Ensure automated vulnerability scanner (the current version which you

are trying to use) is not creating any kind of problem during scan
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(especially any kind denial of service against target). To achieve this you
can subscribe to product and industry mailing lists and/or you can ask a
question about this, and/or you can test the product at least once before
using in production environment.
0 Use at least two automated vulnerability scanners (to prioritize manual
verification of common vulnerabilities before fiddling with false positives)
¢ Vulnerability assessment tool — A vulnerability assessment tool may be software
(automated scanner which works based on a vulnerability database), a script,
customized script and/or a check-list.
o It should check for known/unknown weaknesses and mis-configurations.
» For know vulnerabilities Common vulnerabilities and exposure
(CVE) is publicly available commonly used vulnerability database.
This database is maintained by MITRE Corporation and it's

accessible at http://www.cve.mitre.org this vulnerability database is

also not fully sufficient. One need to maintain custom vulnerability
database

» http://www.securityfocus.com/bid is also a good place to search for

vulnerabilities (and for exploits and possible solutions)
e Perform manual verification of all vulnerabilities identified with the automated
tools & vulnerability assessment tools
e Inform Analysis team immediately about any identified high-risk vulnerabilities
and countermeasures to safeguard them.
o Ensure assessor's machine security
o Implement latest patches for Operating System and Applications installed
on it.
0 Administer assessor machine with security in mind.
o0 Implement a Host based firewall, Intrusion Detection and Prevention
System on it.
¢ Provide Proof of assessor machine security - Many time penetration tester /
assessor don’t apply the security patches on their machines in order to test some
exploits before firing on target organization and/or for demonstration purposes.
There are chances that these machines may be compromised by an
attacker/worm and can be used as staging host to perform further attack on target
organization.
o Before start of test, perform vulnerability scan by automated vulnerability
scanner on assessor machine and send it to the Project Manager and/or

client everyday.
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0 Run audit script and send output to client.
o If needed, sign a “secure system” document of the client (can be a
requirement to get access to the network)
o Make sure Anti Virus is not deleting/quarantining/clearing exploits/tools.
Some time they just remove some part of code and as a result of this tool
doesn’t work. Have your tools/exploits repository in a separate drive and
set the antivirus not to scan the specific drive can be a good solution.
o Record everything during the course of testing. A simple manual logging sheet
can be used for this purpose.
Record every testing activity. It will safeguard you against any consequences.
Consider the fact; what if a production server comes down during the course of
testing? Your recording and log of activities will make the incident very clear from
your perspective; otherwise any problem may be directed to you. One simplest way
to do this is log all outbound connections in your host based firewall and wipe them
everyday.
e Send weekly status report to client and/or organize one follow-up meeting.
¢ Maintain sufficient record
e |t will support your findings and recommendations.
o It will protect against un-necessary politics in which you may be accused of
unprofessional, unethical or un-authorized practices
o It will act as log repository to ensure recommendations are been addressed.
e Gather test information in structured order
o Make folders as per domain name or task name
e Give appropriate file names to test result files
Ex:..IP-Address_Tool-Name_Option_Date-Time_other,
111.222.111.222_Nmap_SYN-SCAN_020903-1530

5.2.2 Time of Assessment and Availability of Staff
e To reduce the down time, perform active assessment during off business hrs.

Remember in this case you will not get a realistic picture of assessment. This is
recommended while performing automated probing on critical devices.

o Make sure target organization staff is present during active assessment. It will
reduce the down time just in-case if it occurs.

o ISSAF does not recommend any form of denial of service attacks (regular DoS or
distributed DoS).
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5.2.3 A mechanism for dealing with false positive to avoid calling
law enforcement unnecessarily

¢ Alarms should be configured in such a manner so that only appropriate person(s)
receive the warnings.

o Before calling law enforcement, senior management permission should be taken

e Senior management permission will even help in unnecessarily calling law

enforcement.

5.2.4 Obtain IP Addresses or ranges that needs to be assessed
e Obtain IP Addresses or ranges (Network / Sub-network) that needs to be

assessed

o Verify all the IP addresses (gathered through whois/dns and the received
ones) with the tested company (prevent scanning somebody else ...)

o Obtain information about any specific IP addresses / subnet, host, domain

that should be restricted

5.2.5 Assessment Centre IP Addresses
¢ Inform client about Source IP address of assessment centre / machines from

where a penetration test needs to be conducted. It will help client differentiating
legitimate security assessment attack and from illegal hacker attempt.

e Make sure access to services from these access points is open from client
firewall.

Add IP addresses where the tests are coming from to “white lists” if these are used

(and if black lists with automatic blocking is used) to prevent a false sense of security

when the results are presented.

5.3 PHASE —lll: POST ASSESSMENT
After the assessment phase, the analysis and report submission activity starts.

Various guidelines and good practices are suggested for various activities of this

phase.

5.3.1 Reporting

5.3.1.1 PLANNING AND PREPARATION

Before starting the report writing process you should plan the activities for preparing

and submitting the report. A great deal of effort is required to make a good report. It
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really doesn’t matter how good assessment you did if you don’t convey it to client in
appropriate format. It's generally seen people who perform assessment doesn’t like
making report of assessment and it's good to assign document writing part someone
who has skills and interest in it.
¢ Organize the documentation based on the deliverable established.
e Ensure reporting documentation carries data classification.
e Ensure document control procedures are followed.
e Show preview of the reporting structure to the client before the final document
submission.
1. team meeting
2. Responsibilities of team members
a. Team Leader
b. Assessors
c. Technical writers

3. Give appropriate data to appropriate team member

5.3.1.2 ANALYSIS
Analysis of test results shall be conducted on individual basis and with entire team

(peer review). All the results should be shared with team members. Discuss should
focus on vulnerabilities identified and verification of vulnerabilities based assessment
conducted.
a. Who should perform analysis?
i. Analysis by specific team member
ii. Peer Review by another team member
iii. Final Review by Subject matter expert.
b. Objective of analysis
i. Determining current security posture of client. It helps while
recommending safeguards.
ii. Reviewing identified vulnerabilities and countermeasures for
that
iii. Removing any vulnerability if not appropriate
iv. Reviewing recommended countermeasures if any

v. Identifying more vulnerabilities

5.3.1.3 REPORT CREATION, MERGER AND FORMATTING
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ISSAF recommends followings Structure for Report:
o Executive Summary

0 Scope of work
Nature of Assessment (Internal / External)
Summarized Out of scope work
Objectives

Time period of work Performed

O O O O O

Summary of findings with graphical chart
= Assessment performed on number of systems/hosts
= Total vulnerable hosts
= Very-High risk vulnerabilities
= High Risk vulnerabilities
=  Medium Risk vulnerabilities
» Low Risk vulnerabilities
o Findings at a glance as per domain
¢ Vulnerability Summary Review
0 Vulnerability summary report should include:
= Name of vulnerability
= Description of vulnerability
= Severity of vulnerability
= Effected system
= Countermeasure to Safeguard the vulnerability
0 As per domain/assessed component severity of vulnerability should
contain following information:
= Very-High risk vulnerabilities
= High risk vulnerabilities
» Low Risk vulnerabilities
» Informative vulnerabilities
= None
o Action plan (all recommendations summarized into one table) with priorities
assigned.
e Detailed Test Results with Countermeasures
o Tools used
Date of test
IP address / Domain Name / Host / Device Name (as applicable)

Description of test

O O O o

Tools plain output (logs)
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0 Analysis/Conclusion/Observation

o Countermeasure

5.3.1.4 FINAL REVIEW BY THE LEAD
Before sending report to client a final review shall be done by project lead and quality

assurance for the project.

5.3.1.5 CLOSING THE DOCUMENT AND SENDING IT TO CLIENT
e Ensure Document control and data classification are implemented in the

document.

¢ An Executive summary and a letter to client lead can be added.

5.3.2 Presentation

5.3.2.1 PRESENTATION WITH (TECHNICAL TEAM AND FUNCTION MANAGER)
e Produce an initial summary of vulnerabilities to analysis team before

presentation.

0 Send report some days in advance of presentation. It should be mutually
agreed with client as per availability of staff and convenience

0 Generally presenter should be the core person who has executed tests
with good communication skills. He should understand that analysis team
has technical and business, both kinds of people. It is his / her
responsibility to make both people aware about this

0 Review and discuss all the finding and recommendations made to
safeguard. Assessment team shall lead technical discussion

0 Have tools result with you for support while discussion

5.3.2.2 PRESENTATION WITH MANAGEMENT
Management presentation should carry the main summary of the assessment with

supporting reasons of why, what, when, which, where and how. It should also include
the key actions points. Presentation should include quantitative charts and tables of
summarized information. This information matches the executive summary section of

the report.

5.3.3 After Presentation

5.3.3.1.1 ACCEPTANCE CRITERIA IS MET



Ensure that the acceptance criteria are met. Refer Appendix for sample template.

This template will contain all the test cases required to perform as per ISSAF.

5.3.3.1.2 ENSURE RECOMMENDATIONS ARE BEEN ADDRESSED
Ensure recommendations are been addressed. Follow-up for reasonable assurance

that recommendations to plug the vulnerabilities is been addressed.

5.3.3.2 HELP CLIENT
Ensure client is not facing any problem to safeguard against vulnerabilities. Make

sure you have answered all the questions regarding countermeasure to safeguard
client organization. Ask client if he needs any other help before marking the
assessment as closed since assessor may need to deploy his resources on some

other projects.

5.3.3.3 MAINTAIN CONFIDENTIALITY OF CLIENT DATA

All information used before and during the project will normally be used in the reports
generated to present the results of the security assessment. In order to maintain the
confidentiality of this information, all reports and additional files (such as access log
files, network traces and the like) must be kept and transmitted in a form that
guarantees the confidentiality of the information, even in the event that storage media

is misplaced or stolen.

Once stored, the information should be accessible on a need to know basis. The
reports may include information regarding the need to patch software, harden
systems, or establish firewalls, IDS or IPS systems. This kind of information should
be made available only to the parties who should make infrastructure improvements

following the recommendations produced after the security test.

Do not disclose any client data to any person
outside the project team. If shared it must be on the v
need to know basis and must not violate Non

Disclosure Agreement (NDA).
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Protect client data by encryption of stored files and v

folders.

Implement Host based firewall, Intrusion detection,
Integrity check, updated Anti-Virus, latest patches v
and security on the server where client’'s data

gathered during the course of assessment is stored.

Always use encryption during electronic v

transmission of client data.

Maintain a clear screen and clear desk policy with
power on password and screen saver password on v

lab systems and/or system used for assessment.

Do not encourage or allow visitors, people other
than team members to the assessment area. Meet v

visitors or other employees in conference room.

Refer client and project name by a code, don't call v

them by name.

Repair and prepare assessment machine on your v

own or in your presence.

Ensure assessor machine/desktop media is wiped
and cleaned before handover to other team under v

any circumstances.

Ensure all clients related data (including CD's,
floppies, and report copies, print out containing v

client data) is destroyed.

Take backup of client data in encrypted form and
store this on optical disks in fireproof safes at
Remote locations. Destroy this backup as client v
receives required data and it is not needed

anymore.

No discussion of client assignments should be done v

in public areas or under the influence of alcohol

Take client related print outs on a secure printer and v

shred the unwanted hard copies.

All client related document including drafts must be
marked confidential and have a cover page and v

distribution list on it
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Have a policy, which defines action on violation of v

client data confidentiality.

Client Information should be stored on secure
system in an encrypted manner, access controls are v
applied and access to information is given on need

to know basis.

Client data like reports, proposals shouldn't be
shared for business development and/or with v

expected clients.

Never ever share your previous client information v

with current employer.

Never ever share any client information in Articles, v

Papers and/or in News.

Desktop/laptops should have operating system v

which supports access control.
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6 RISK ASSESSMENT

6.1 BACKGROUND

In today’s extremely competitive business environment, organizations are being
increasingly forced to reduce costs and increase profitability, the Senior Management
of organizations worldwide are laying a greater emphasis on the Return on
Investments (ROI) and Cost v/s Business Benefit of every dollar spent. Information
Technology being an integral part of today’s business environment is also required to
demonstrate cost benefit justifications and an acceptable level of ROI for all IT
spending. Information Systems Security is one IT investment that is constantly under
the magnifying glass of the Senior Management, given the fact that millions of dollars
are being spent on security assessments and implementations. To compound this
further, the Senior Management also has to cope with a group of junkies who speak
a strange language that is almost ethereal to them leading to greater scepticism

amongst the Senior Management.

Given this scenario it has become extremely important for Information Systems
Security professionals the world over to align their assessments and implementations
with the business and its strategic business objectives. Demonstration of how and
where Information Systems Security contributes to the business is of paramount
importance today. To achieve this preceding a technology risk assessment with a
business risk assessment is the order of the day in order to facilitate the integration

of the business objectives with Information Systems Security objectives.

“Risk” can be defined as the potential loss suffered by the business as a result of
an undesirable event that translates either into a business loss or causes disruption
of the business operations. Performing a structured and methodical Risk
Assessment facilitates the prioritization of the Information Systems Security initiatives
from both technical and financial perspectives. Further it ensures the identification
of risks in order of criticality to a business. It is important to note that risk
assessments are a ‘point in time’ exercise, Information and Information Systems exist
in a dynamic environment where the risks, threats and technology vulnerabilities of
Information Systems Assets change rapidly. It would therefore be prudent of an
organization to periodically assess its business risks from a technology perspective
much similar to business’s periodic reassessment of its business and operational

risks.
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Risk assessments are often an activity influenced by an organization’s business, the
nature of its operations and the role of Information Technology in business
operations. A typical risk assessment process would involve the following:
e Understanding the strategic business objectives of the organisation
e |dentifying key business processes that help the organization achieve its
strategic business objectives
e Understanding the role of Information Technology within the business i.e. an
enabler or a business support function
¢ Identifying key business risks that could result in any of the following:
0 loss or disruption of business operations,
o financial losses
0 loss of reputation,
0 loss of operational effectiveness
o The value to the business of the assets that might be affected by threats
o Identifying the threats that the business may face irrespective of their
probability of occurrence
e The vulnerabilities the business face with regards to these threats
e Prioritization of these risks
e An action plan to mitigate the risks by specifying milestones, entities
responsible for implementing mitigating solutions and key performance

indicators of these solutions.

Therefore, risk is a function of asset value, threats and vulnerabilities and can be
calculated as follows:
RISK = ASSET VALUE X THREATS X VULNERABILITIES
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In brief, risk assessment is all about identifying valuable assets to the business, the
threats that these assets face, the vulnerabilities that these threats can use to impact
on the business and actions (controls and mitigating factors) to bring down these

vulnerabilities thus reducing the risks to an acceptable level.
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6.2 METHODOLOGY

The subject of risk assessment and actually how to carry out a risk assessment
exercise can at first be confusing and mind-boggling. However, if some basic rules
and the proper methodology are followed, a risk assessment exercise tend to be very
fruitful and an interesting one for the business. This area of the framework provides
you with practical procedures and tools to actually allow you to effectively run your

own risk assessment exercise.

The exercise can be carried out through workshops where stakeholders of
Information Systems brainstorm on the risks faced by the company and agree on the
priorities. A “facilitator” is ideal for this kind of exercise to facilitate the workshop and

keep discussions focused and within boundaries.

The overall process in a nutshell will be as follows:



Communicate

Consult
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Establish the Context
Objectives

The main objective of the risk assessment exercise is to identify risks and actions to
be implemented to mitigate those risks and bring them down to an acceptable level.
The output can be detailed in a document commonly termed a “Risk Register”. A
risk register is a list of items comprising of the following:

o Assets classified by importance to the business

o Their related threats classified by their probability of occurrence

e Vulnerabilities classified by their criticality
Ideally, for the risk register to be effective, it needs also to include information
regarding:

e Steps to be taken to mitigate those risks

e Responsibilities assigned

o Timeline for implementation for the controls

The above three areas allows for future monitoring and review.
Stakeholders

Stakeholders who should participate in the risk management exercise include, but
are not limited to:

e CISOorlISO

e Senior management or owners’ representative

e Functional management

o Subject Matter Experts

o End user community representative
The participants should ideally be experienced company employees well versed in

the business strategy, objectives and values.
Assets

Asset Value can be known through an asset valuation exercise. Firstly the key
business processes & the information assets that supplement these processes must
be identified. These assets in most cases will have the highest scoring which in turn
indicates their importance/criticality to the organization. Assets may also be
evaluated for the tangibles like financial loss & regulatory impacts along with

intangible factors like loss of customer confidence. E.g. an Internet Banking System
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where consumers of Retail Bank logon & carry out financial transactions may have

very high asset valuations as a break-in could cause significant financial losses as

well as loss of customer confidence. The asset value would depend on:

e Cost of producing the information

¢ Value of the information on the open market

o Cost of reproducing the information if it is destroyed

¢ Benefit the information brings to the enterprise in meetings its business objectives
or mission

o Repercussion to the enterprise if the information was not readily available

¢ Advantage it would give to a competitor if they could use, change, or destroy the
Information

o Cost to the enterprise if the information was released, altered or destroyed

e Loss of client or customer confidence if the information was not held and
processed securely

e Loss of public credibility and embarrassment if the information was not secure

There are generally two ways in which the company’s assets can be valued —
quantitative valuation and qualitative valuation. Quantitative valuation of assets
involves the assignment of a monetary value to these assets based on the cost of the
assets itself (if applicable) and the opportunity cost of that assets, that is what the
business would lose in monetary terms should the assets become unavailable.
Therefore,
Quantitative value of asset = Cost of asset + opportunity cost

More complex and in-depth mathematical methodologies do exist for asset valuation

but are not covered in this version of the ISSAF.

However, the most widely used methodology remains the qualitative method of
valuation due to its simplicity and ease of use and understandability. The qualitative
method involves attributing a subjective qualitative rating to assets based on
knowledge, experience and an understanding of the business. Therefore, it is crucial
that there is common understanding and agreement between the stakeholders as to
the importance and value of the assets to the business. This version of ISSAF

focuses more on the qualitative nature of assets.
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Although qualitative attributes are assigned to the assets, a value can still be

assigned to these assets as depicted in the table below:

Asset Value Assigned Value
Extremely Critical 1

High 0.8
Average 0.6

Low 0.4
Extremely Low 0.2

It is likely that, during a risk assessment workshop, there would be divergence of
opinion between the stakeholders as to what constitute the value of an asset. For
e.g., a DNS server is of utmost importance for an IS Manager to properly provide IS
services. However, the same importance may not be perceived in the same way by
Production Managers or End User representatives as they might not understand the

criticality of this asset.

Therefore, it is important that the participants to the risk assessment workshops have
a common ground of understanding for Asset Values prior to the workshop actually
taking place. Ironically, the asset values are best understood by having and
understanding the consequences following non-availability or disclosure of that asset
(i.e. the business impact). The following table is useful to align all participants to the
risk assessment exercise to the same level of understanding. The table is provided
only as a brief example and guidance and risk assessors need to tailor it to the type

of business and company in which they operate.
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Rating 1. Facility 2. People 3. Reputation
Critical Catastrophic facility A large number of International public attention,
damage with direct cost senior managers or extensive adverse attention in
over $10 million experienced staff leave international media
the company National/international policies
with potentially severe impact
on access to new areas,
grants of licenses or tax
legislation
Major loss of shareholder or
community support
High Maijor facility damage Some senior managers National public concern,
with direct cost of $0.5 — or experienced staff extensive adverse attention in
10 million leave national media
High turnover of Regional/national policies with
experienced staff potentially restrictive
Company not perceived | measures or impact on grant
as an employer of of licenses
choice Mobilisation of action group
Senior management
displaced
Significant decrease in
shareholder or community
support
Average Significant facility Poor reputation as an Regional public concern,
damage with direct cost employer extensive adverse attention in
of $100k to 500k Widespread staff local media
attitude problems Slight national media or
High staff turnover local/regional political
attention
Adverse stance of local
government or action groups
Shareholders called to explain
Decrease in shareholder or
community support
Low Moderate facility damage General staff morale Some local public concern
with direct cost of $10k to | and attitude problems Some local media or political
100k Increase in staff attention with potential
turnover adverse aspects for company
operations
Shareholders directly involved
Concerns on performance
raised by shareholders or the
community
Very Moderate facility damage Negligible or isolated Public awareness may exist,
Low with direct cost less than staff dissatisfaction but there is no public concern

$10k
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Identify
Threats — What can Happen?

Threats are events that could lead to potential damage & cause undesirable effects.
An organization should perform a threat modeling exercise for its critical assets and
develop and document its risks. E.g. Any information pertaining to the organization
which may be for public viewing like press releases or systems hosting that
information may have the least threats; hackers would not gain significant amounts of
knowledge or information by breaking into these systems as information is already
available. However in the case of an Internet Banking System there would be plenty
of motivation for hackers to break-in to systems which could give them some financial
gain. So a hacking threat to an Internet banking systems would typically receive a

higher score as compared to a web server publishing press releases.

In the risk register, each threat should be clearly defined as an event that could
Additionally,

probability values can also be assigned to these threats as depicted in the following

happen, irrespective of the probability or likelihood of it occurring.

table:
Probability LIKELIHOOD
Rating The potential for threats to occur and lead to the assessed consequences
Verv hiah. mav oceur at A similar outcome has arisen
Almost ry nigh, may several times per year in the
1 ; least several times per . .
certain same location, operation or
year o
activity
High. mav arise about A similar outcome has arisen
0.8 Likely gn, may several times per year in the
once per year
company
Possible, may arise at A similar outcome has arisen at
0.6 Possible least once in a one to ten some time previously in the
year period company
: : : A similar outcome has arisen at
Not impossible, likely to . . .
: . some time previously in an
0.4 Unlikely occur during the next ten ;
another company in the same
to forty years )
industry
0.2 Rare Very low, very unlikely A similar outcome has arisen in
' during the next forty years | the world-wide industry

The threat probability table is indicative only and risk assessor will need to customize

this table to fit their perception of threat occurrences which the organization faced

based on the industry and type of business.
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Organisation generally cannot eliminate threats. However, what organizations can
do is to mitigate and reduce their vulnerabilities which they face in front of these
threats which in turn will lead to a reduction in the consequences as a result of those

threats occurring.

For example, a company is known to be geographically situated in an area where the
probability of earthquake is high. The earthquake is a threat. While performing their
risk assessment workshop, the company realizes that they have a vulnerability
because they do not have a disaster recovery site from where to resume operations if
such an event is to occur. Therefore, the solution is to implement a disaster recovery

site to reduce their vulnerability to the threats.
Vulnerabilities — How can threats affect us?

Vulnerabilities are weaknesses in systems that can be exploited for the threats to
materialize. Vulnerabilities can be present within the operations, which could mean
flaws in the process, or they could be weaknesses in the technology systems. Both
types of vulnerabilities must be scored and a product of the two should signify a
vulnerability score. Examples of process flaws could be a person having approved
access could enter or modify information by the person who has input details
regarding a financial transaction. Technology flaws could be weakness in the
operating systems or applications the server is running. E.g. a vulnerability on the
web server running the financial application. These flaws can be detected with a

vulnerability assessment tool.

A rating method can also be assigned to the vulnerability levels as follows:

Vulnerability Level Assigned Value
Extremely Vulnerable 1

Highly Vulnerable 0.8
Average 0.6

Low 0.4
Extremely Low 0.2

It is generally difficult to pin point technical vulnerabilities to the threats at first glance
for Information Systems. Given that the threats which are most important are those

which relate to high value assets, it is logical to start identifying vulnerabilities for



these threats first. The following quadrant depicts asset value against threats

scenarios.
1
Threat
Probability

Asset Value

To clearly identify vulnerabilities to threats, consider using the Controls
Assessment methodology described later in this framework.  Although all
vulnerabilities need to be identified for all threats at some point in time, vulnerabilities
should generally be identified first for those high probability threats which might have
an impact on high value assets (i.e., those threats which appear in the top right hand

red quadrant).
Analyse and Evaluate

The “analyse and evaluate” activity of the risk assessment methodology consists
mainly of communicating, discussing and agreeing upon the ratings with the
co